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Problem 3. «Mixed hashes»

Alice and Bob are exchanging with encrypted messages. To encrypt data, they use the
Present cipher with an 80-bit secret key in ECB format. They record the information
in the form of graphic files in *.ppm format.

The header of the *.ppm file consists of three lines of the form:
P6
X Y
255

where X and Y are the sizes of the graphic file in pixels
horizontally and vertically, respectively.
So, in mikki.ppm, the header is:

P6
360 537
255

To be more secure, Alice and Bob decided that file headers should be removed before
encryption. In order to be able to recover the file header, they agreed to transmit along
with the encrypted file the hash value of the header itself, presented in UTF-8 format.
To do this, all header elements are written as a single line, using a space to separate the
lines of the original header. The sha-256 function is used as a hashing algorithm. So,
for example, the following hash value will be generated for the header of mikki.ppm:

Heading P6 360 537 255
Sha-256 999015795668c201db162926261ed979bc6e820aa1acfc385a0285685084d9f9

Bob prepared eight files for Alice without headers, encrypted using the Present al-
gorithm with the same secret key in ECB mode. He has sent the files themselves and
hash values of the headers to Alice. While sending, the hash values were mixed up. So,
Alice received eight files and eight hash values, but she does not know which hash value
corresponds to which encrypted file. Could you help Alice to read the message from Bob?
Hash values received are
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https://nsucrypto.nsu.ru/media/MediaFile/mikki.ppm
https://nsucrypto.nsu.ru/media/MediaFile/encryptedfiles.zip
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