International Olympiad in Cryptography NSUCRYPTO’2021

Second round October 18-25 General, Teams

' Problem 6. «Studying Feistel schemes»

The classical Feistel scheme and its generalizations are widely used to construct iterated block
ciphers. Generalized Feistel schemes (GFS) usually divide a message into m subblocks and applies
the (classical) Feistel transformation for a fixed number of two subblocks, and then performs a cyclic
shift of m subblocks.

Trudy wants to compare algebraic properties of different generalizations of the Feistel scheme based
on shift registers over an arbitrary finite commutative ring with identity. For studying, she chooses a
nonlinear feedback shift register (NLFSR), Type-II GFS and Target-Heavy (TH) GFS. She wants to
decide whether or not these transformations belong to the alternating group (that is the group of all
even permutations). Trudy needs your help!

Let us give necessary notions. By A(X) we denote the alternating group on a set X. Let ¢ be a
positive integer, t > 1, (R, +,) be a commutative ring with identity 1, |R| = 2. The characteristic
char(R) of R is equal to 2¢ for some ¢ € {1, ...,t}. In many block ciphers, we have

R e {Zj, Ly, GF(2")}, char(Zy) = 2', char (Z}) = char (GF(2")) = 2.

Q1 NLFSR. Let £/ > 1, m =2, h: R™! — R. Consider a mapping gSj}SFR) : R™ — R™ defined by

g,inZLSFR) c(ay ey ) > (o, iy ey Q1 Qo 0+ h(Qigy ey Qi) 4 )

for all (aq,...,a,) € R™, k € R. Describe all positive integers ¢t > 1, £,¢ > 1 and a mapping

h: R™! — R such that g,ﬂLSFR) € A(R™) for any k € R. Prove your answer!

Q2 Type-II GFS. Let £ > 2, m = 2°, h = (hq, ..., hyn2), where h; : R — R for 1 < i < m/2. Consider
a mapping g,(ﬁLFS*H) : R™ — R™ defined by
gz(ciFS%I) Doy e ) = (g ha(on) + ki, a, 0 + ho(as) + ke, as, .o,
Qp—15 Oy + hm/2(am—1) + km/27 al)

for all (o, ...,00,) € R™, k = (K1, ..., km/2) € R™?2. Describe all positive integers t > 2, £,¢ > 1

GFS—II)

and mappings hy, ..., by, /2 such that g,(ah € A(R™) for any k € R™/%. Prove your answer!

Q3 TH-GFS Let £ > 2, m = 2‘, h = (ha,...,h,,), where h; : R — R for 2 < i < m. Consider a
mapping g,ng) : R™ — R™ defined by
(TH)
gk,h : (041, ey Oém) — (Oég + hg(OZl) + kz, ag + hg(al) —+ k?g, ey
Qm—1 + hmfl(al) + kmfly O + hm(a1> + kmy al)

for all k = (ko, ..., ky,,) € R™ 1. Describe all positive integers t > 2, £, ¢ > 1 and mappings ha, ..., b,
such that g,gLH) € A(R™) for any k € R™!. Prove your answer!
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