International Students’ Olympiad in Cryptography — 2018
First round NSUCRYPTO Section B

Problem 4. «Quantum circuits»

Alice and Bob are interested in quantum circuits. They studied quantum operations
and would like to use them for their simple cipher. Let an input plaintext be P =
(p1,p2, ..., p1s) € Fi6. The ciphertext C' € Fi¢ is calculated as

C= K& (F(pla"'upél)? F(p57"‘7p8)7 F(p97"'7p12)9 F(p137-"7p16>)7

where K € F1% is a secret key and F is a function from Fj to F3; @ is bitwise XOR.
The friends found a representation of F' from wires and elementary quantum gates
which form a quantum circuit. They use Dirac notation and denote computational basis
states by |0) and |1). Further, quantum bits (qubits) are considered only in quantum
states |0) and |1). Alice and Bob used the following quantum gates and circuit symbols:

Pauli-X gate _m_ lz @ 1) acts on a single qubit in the state |z), x € {0,1}.

)
controlled-NOT |13y o |7) acts on two qubits in the states |z) , |y), x,y € {0, 1};
gate (CNOT it flips the second qubit if and only if the first qubit
gate) v) < v &) is in the state |1).
Toffoli gate ||z) —o— |z) acts on three qubits in the states |z),|y),|z),
(CCNOT gate) ) . 1) z,y,z €{0,1};

it flips the third qubit if and only if the states of the
1) E 2& (@ Ay)) first and the second qubits are both equal to |1).

B x| @ measurement of a qubit in the state |z), z € {0, 1}, in the computational basis
{10),1)}-

a wire carrying a single qubit (time goes left to right).

a wire carrying a single classical bit.

A quantum circuit which describes action of F' on x = (1, 29, 73, 14) € 3, where
F = (f1, fa, f3, f1a) and f;,i = 1,2,3,4, are Boolean functions in 4 variables, is the
following:

1) — &— x| 0 - A= fi(=)
|2) & X - &— A— f(z)
|23) G - S—xX—e—]A— @)
|4) [ X ] = X F—o—AF— i

The problem. The friends encrypted the plaintext P = (0011010111110010) and
got the ciphertext C'= (1001101010010010). Find the secret key K!
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