International Students’ Olympiad in Cryptography — 2016
First round NSUCRYPTO Section B

Problem 1. «Cipher from the pieces»

Recover the original message, splitting the figure into equal pieces such that
each color occurs once in every piece.
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Read the message hidden in the labyrinth!
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sy, Problem 3. «Quadratic functions»

Lol o Rl

Alice and Bob are going to use the following pseudorandom binary sequence
u=Au;}, u; € Fy:

® ui,...,u, are initial values;

® Uiy = f(Uj, Uit1, ..., Uipn—1), where

n
fe€Qn={a® EBCW% D EB aij;x; | ag, a;, ai; € Fa}.
i=1

1<i<j<n

Suppose that you have intercepted the elements wus, us i1, ..., u 1 of a sequence
for some t. Is it possible to uniquely reconstruct the elements

Ut ky Ut k41, Utk+2y - - -

provided k < c¢n, where ¢ is a constant independent on n?
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S, Problem 4. «System of equationsy

Lol o Rl

Analyzing a cipher Caroline gets the following system of equations in binary
variables x1, xs, ..., x14 that represent the unknown bits of the secrete key:

(2173 @ 2om4 = 75 — 5,

214 D 11 = T12 D T13 D T14 D T15 O T,
(zs + z9 + 27)* = 2(x6 + z11 + T10),
T13711 D T19%14 = —(T16 — T15),

LT5X1T6 — T4X2T3,

11 D 18 © x7 = T10 D T,

\ ex11210 B w7075 = 0,

2
T12+T14+%13 _ —
( /2 ) T15 = T16 + T11,

1D T6 = x5 D T3 D 19,
TeTg D ToxT7 = T10 — T11,
2(:65 + 21 + .IG) = (x4 + x3 + x2)2,

( L11213T12 — L15L14L16-

Help Caroline to find the all possible keys!

Remark. If you do it in analytic way (without computer calculations) you get twice
more Scores.
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Problem 5. «Biometric key»

Iris is one of the most reliable biometric characteristics of a human. While
measuring let us take 128-bit biometric image of an iris. As in reality, we suppose that
two 128-bit biometric images of the same human can differ not more than by 10-20%,
while biometric images of different people have differences at least 40-60%.

¢ = 0000 aaaa 0000 bbbb gﬁ ‘
-%: . i ,i -_'-'.':.,

0000 cccc 0000 dddd
bX = dbb1 f04f 2d5a 42e1

a554 4916 51af a669
bY = 13ae d689 294a a168

bbf3 57a2 522b 3be9

Let a key k& be an arbitrary 8-bit vector. It can be represented in hexadecimal
notation. For example, e2 = 11100010. We suppose that the key is a pin-code that
should be used in order to get access to the bank account of a client.

To avoid situation when malefactor can steal the key of a some client and then be
able to get an access to his account, the bank decided to combine usage of the key with
biometric authentication of a client by iris-code. The following scheme of covering the
key with biometric data was proposed:

1) on registration of a client take 128-bit biometric image byempiate 0f his iris;

2) extend 8-bit key k to 128-bit string s using Hadamard encoding, i.e. if & =
(k1,...,ks), where k; € Fy, then s is the vector of values of the Boolean function
flxy, ..., x7) = k121 © ... ® kyxy @ kg, where @ is summing modulo 2;

3) save the vector ¢ = biempiate @ S on the smart-card and give it to the client. A
vector c is called biometrically encrypted key.

To get an access to his account a client should

1) take a new 128-bit biometric image b of his iris;

2) using information from the smart-card count 128-bit vector s’ as s’ = b ® ¢;

3) decode s’ to 8-bit vector k' using Hadamard decoding procedure.

Then the bank system checks: if ¥ = k then the client is authenticated and the
key is correct; hence bank provides an access to the account of this client. Otherwise,
if k' # k then bank signals about an attempt to get illegal access to the bank account.

The problem. One day a person, say X, came to the bank and tried to get an
access to the bank account of Alice using the smart-card. This may be noticed that
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person X was in hurry and may be a little bit nervous. Suddenly, another person, say
Y, appeared in the bank and declared loudly: “Please stop any operation! I am Alice!
My smart-card was stolen.”

Bank clerk, say Claude, stopped all operations. In order to solve the situation
he took new biometric images b* and b of persons X and Y respectively, and with
smart-card containing vector ¢ leaved his post for consultations with bank specialists.

When Claude came back, he already knew who was Alice. He wanted to stop the
other person and call to police but that person has already disappeared. So, can you
solve this problem too? Who was real Alice? Determine her 8-bit key k. You can use
the data b, b¥ and c presented on the picture. It is known also that the key of Alice
contains odd number of ones.

Remark. The vector of values of a Boolean function f in n variables is a binary vector

(f(20), f(zh), ..., f(2*" 1)) of length 2", where 2° = (0,...,0,0), ! = (0,...,0,1),

2?7 =(1,...,1,1), ordered by lexicographical order; for example, the vector of
values of the function f(z1,29) = 21 @ 22 & 1 is equal to (1001) = 9. The vector
of values of the function f(xy,...,25) =11 @ xo ® 1 is ££ff ££££f 0000 0000 0000

0000 ffff ffff.
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sy Problem 6. «Secret sharing»

BEn (e

Alena, Boris and Sergey developed the following secret sharing scheme to
share a password P € F3? into three parts to collectively manage money through online
banking.

e Vectors v, 0%, vf € F3? and values ¢?, ¢!

17 71 79 <1

i=1,...,32

c; € ¥y are randomly generated for all

e Vectors v, v, vf are known to all participants of the scheme.

17 71 T

a b
e Values ¢, ¢},

c; € Iy are known only to Alena, Boris and Sergey respectively.

e Then the secret password P is calculated by the rule

32 32 32
_ a,.a b b S, .S
P=@dvieDavePea
i=1 =1 =1

What is the probability that Alena and Boris together can not get any information
about the password P? What is the probability that they are able without Sergey to
get a guaranteed access to online banking using not more than 23 attempts?

; ST [ M e[« M- T<[- B C- REY-B P THO-"T-WEE% 2016

nsucrypto.nsu.ru Page 7 from 8 olymp@nsucrypto.ru



http://nsucrypto.nsu.ru

International Students’ Olympiad in Cryptography — 2016

First round NSUCRYPTO Section B
HnﬂE

vy Problem 7. «Protocol»

La [« #[%)

Alena and Boris developed a new protocol for establishing session keys. It
consists of the following three steps:

1. The system has a common prime modulus p and a generator g. Alena and Boris
have their own private keys o, € Z,-1, oy € Z,_1 and corresponding public keys
P, = ¢“ mod p, B, = g mod p.

2. To establish a session key Alena generates a random number R, € Z, i,
computes X, = (a,+ R,) mod (p—1) and sends it to Boris. Then Boris generates his
random number R;, computes X3 in the same way as Alena and sends it back to her.

3. Alena computes the session key in the following way:

Kap = (g Py 1% mod p.

Bob computes the session key in the following way:

Kyo = (g* P, )™ mod p.

)

How can an attacker Evgeniy compute any future session key between Alena and
Boris, if he steals the only one session key K7
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