International Students’ Olympiad in Cryptography — 2016
First round NSUCRYPTO Section A

Problem 5. «System of equations»

Analyzing a cipher Caroline gets the following system of equations in binary
variables 1, xs, ..., 215 € {0, 1} that represent the unknown bits of the secrete key:

)
r123 D Tory = 5 — Tg,

T14 D 11 = T12 D 13 D T14 D T15 D T 16,
(xg + Zg + 5177)2 = 2(&76 + T11 —+ Sl?l()),
T13211 O T12214 = —(T16 — T15),

T5X1T6 — T4X2T3,

11 @ 28 © T7 = X10 O T,

Ter11210 D w7r9T8 = 0,

2
T12+214+213 o —
( /2 ) T15 = T16 + T11,

T Dxreg = x5 D T3 D T2,
TeTg D ToT7 = T19 — T11,
2(:[75 +x1 + x6) = ($4 + x3 + $2)2,

(L11L132L12 = L15214T16-

Help Caroline to find the all possible keys!

Remark. If you do it in analytic way (without computer calculations) you get twice
more Scores.
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