Siberian Student’s Olympiad in Cryptography with International participation — 2014
Second round NSUCRYPTO November 17-24

Task 5. «Super-Sboxes for AES:
differential characteristics»

Special Prize from the Program Committee!

Let Fos6 be the finite field of 256 elements and « be a primitive element (it means
that for any nonzero x € Fass there exists ¢ € N such that z = «o'). Let Fj54 be the
vector space of dimension 4 over Fas6. Thus, any element z € Fj- is x = (21, T2, 3, 74),
where x; € Fas6. An arbitrary function from Fj to 3., can be considered as the set
of 4 coordinate functions from F3¢ to Fass. Define the following auxiliary functions
Fy, M : Fig — e

_ 254 254 254 254\.
Fy(xy, 29, 23, 14) = (x77%, 23°%, 237, 25);

a-+1 1 1 «Q

B a a+1 1 1

M($1,$2,$3,$4) = ($17$27$37$4) X 1 a a+1 1
1 1 a o+l

Consider the function G : F3;; — Fa- that is a combination of Fy and M:
G(:Uh X2,T3, LU4) — F4(M(F4($17 X2, T3, JI4)))

Find the number of solutions of the equation G(z + a) = G(x) + b, where parameters
a and b run all nonzero values from Fj.

Foundation of the problem. J. Daemen and V. Rijmen, the designers of AES
(Rijndael), have introduced the Super-Sbox representation of two rounds of AES
in order to study differential properties. The function G can be considered as a
simplified Super-Sbox model of two rounds of AES. To study resistance of AES to
differential cryptanalysis, we welcome you to start with differential characteristics of
the function G.
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