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Mexaynapoanast ojummnuaga 1o kpunrorpadun Non-Stop University CRYPTO
(NSUCRYPTO) — kpynnoe exerojHoe cobbiTHe B Mupe KpunrorpadbudecKux uc-
craemoBanuit. OmuMnuaa mpejiaraeT MaTeMaTUdecKue 3aJa49u JJjis CTYJIEeHTOB YHU-
BEPCUTETOB U IIKOJBbHUKOB, & TaKKe JJIs CIENUAJIUCTOB B 00JAaCTH KPUITOTrpadun
U KOMITBIOTEPHBIX HayK. OHa TpUBJIEKAET BHUMAHNE MOJIOJBIX MCCIEIOBATENEH K CO-
BPEMEHHOI KpUNTOrpaduu U IOBBINIAET OCBEIOMJIEHHOCTb 00 OTKPBITHIX Mpob/eMax
B 9101 obsactu. B nannoit pabore mbr npemiaraem 3agadun NSUCRYPTO’23 u pac-
cmaTpuBaeM ux perneHusi. Ha onummuajie ObLIO TpejcTaBieHo 14 3ajad, CBA3aHHBIX
¢ KOMOMHATOPHBIMHI 1 aJIT€OPAMIeCKUMIA METOJAMI KPUITOIPAMUN, XIT-DYHKITUIMHA,
AHAJIM30M U IMPOEKTUPOBAHUEM IMM(PPOB, KBAHTOBBIM MIU(MPOBAHNEM U IOIIUCIMU,
SAT-pemaTensiMi 1 KOHETHBLIME aBTOMATAMA. 3aa91 BAPHUPYIOTCS OT MPOCTBIX Ma-
TEMaTUYECKUX 3aJ1a4, KOTOPBIE MOTYT PEIUTh MIKOJIBLHUKH, 10 OTKPBITHIX MpobJeM,
KOTOPBIE 3aC/IyKUBAIOT OTIEJIbHOIO U3yIEHUsI.

KiroueBbie ciioBa: kpunmoezpadus, wu@pvl, npomokosvl, Meopus “uces, S-6A0Ku,
KGAHMOGHIE CLEMDL, MAMPUUDL, TIUW-GYHKUUY, KPUNINOBAAIOMDBL, NOCTIKEAHINOGHLE
xpunmocucmemot, osumnuada, NSUCRYPTO.

1. Introduction
Non-Stop University CRYPTO (NSUCRYPTO) is the unique international

competition for professionals, school and university students, providing various problems
on theoretical and practical aspects of modern cryptography, see [22]. The main goal of the
olympiad is to draw attention of young researchers not only to competetive fascinating tasks,
but also to sophisticated and tough scientific problems at the intersection of mathematics
and cryptography. That is why each year there are several open problems in the list of tasks
that require rigorous studying and deserve a separate publication in case of being solved.
Since NSUCRYPTO holds via the Internet, everybody can easily take part in it. Rules of
the Olympiad, the archive of problems, solutions and many more can be found at the official
website [23].

The first Olympiad was held in 2014, since then several thousands students and
specialists from more than 70 countries took part in it. The Program committee
now is including 24 members from cryptographic groups all over the world. Main
organizers and partners are Cryptographic Center (Novosibirsk), Novosibirsk State
University, Mathematical Center in Akademgorodok, Kovalevskaya North-West Center of
Mathematical Research, KU Leuven, Southern Federal University, Demlabs, Belarusian
State University, Tomsk State University, Kryptonite and Aktiv company.

This year 24 in the first round and 38 teams in the second round from 15 countries
became the winners (see the list [24]). This year we proposed 14 problems to participants
and 3 of them were entirely open or included some open questions. Totally, there were 1100
participants from 44 countries.

Following the results of each Olympiad we also publish scientific articles with detailed
solutions and some analysis of the solutions proposed by the participants, including advances
on unsolved ones, see [6,[7,|12-17}20].

2. An overview of open problems

One of the main characteristic of the Olympiad is that unsolved scientific problems are
proposed to the participants in addition to problems with known solutions. All 34 open

problems that were offered since the first NSUCRYPTO can be found here |25]. Some of
these problems are of great interest to cryptographers and mathematicians for many years.
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These are such problems as “APN permutation” (2014), “Big Fermat numbers” (2016),
“Boolean hidden shift and quantum computings” (2017), “Disjunct Matrices” (2018), and
others.

Despite that it is marked that the problem is open and therefore it requires a lot of
hard work to advance, some of the problems we suggested are solved or partially solved by
our participants during the Olympiad. For example, problems “Algebraic immunity” (2015),
“Sylvester matrices” (2018), “Miller — Rabin revisited” (2020) were solved completely. Also,
partial solutions were suggested for problems “Curl27” (2019), “Bases” (2020), “Quantum
error correction” (2021) and “s-Boolean sharing” (2021).

Moreover, some researchers continue to work on solutions even after the Olympiad was
over. For example, authors of [19] proposed a complete solution for problem “Orthogonal
arrays”’ (2018). Partial solutions for another open problem, “A secret sharing”, (2014) were
presented in [10], [11], and a recursive algorithm for finding the solution was proposed in [9].

3. Problem structure of the Olympiad

There were 14 problems stated during the Olympiad, some of them were included in
both rounds (Tables 1, 2). Section A of the first round consisted of six problems, while
Section B of the first round consisted of 8 problems. The second round was composed of 11
problems; 3 of them included unsolved questions (awarded special prizes).

Table 1
Problems of the first round
] N \ Problem title \ Max score
| N | Problem title | Max score | [T [[Cubes and secrets] 4
1 | [Cubes and secrets| 4 2 | |JAntCipher] 6
2 | |[Agents’ meeting| 4 3 | [Mixed hashes| 6
3 | |Affine cipher| 4 4 | [Agents’ meeting| 4
4 | [Primes| 2 5 10,1, 2,3 4
5 110, 1, 2, 3| 4 6 | [An aggregated signature| 12, open problem
6 | |Algebraic cryptanalysis| 4 7 | |Algebraic cryptanalysis| 4
8 | |Quantum encryption| 8
Section A Section B
Table 2
Problems of the second round
] N \ Problem title \ Max score ‘
1 | [Affine cipher| 4
2 | [Simple ideas for primes| | 12, open problem
3 | [Mixed hashes| 6
4 [ [Column functions| 8
5 | [Primes| 2
6 | |An aggregated signature| 12, open problem
7 | |A unique decoding| 12, open problem
8 | |Algebraic cryptanalysisl 4
9 | |[Finite-state machines| 8
10 | |Quantum encryption| 8
11 | |AntCipher| 6

4. Problems and their solutions

In this section, we formulate all the problems of 2023 year Olympiad and present their
detailed solutions, in some particular cases we also pay attention to solutions proposed by
the participants.
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4.1. Problem “Cubes and secrets”

Formulation

Alice is a beginner cryptographer. She was very impressed by the Scytale cipher, so she
decided to invent her own simple cipher with the similar idea. Alice took two cubes with
empty sides and joined them by an edge.

Y
=

Then she wrote 12 letters of her secret message on empty sides of the cubes (one letter
for one side). She did it in such a way that one can read the message just walking from side
to side through edges. On every side it is possible to be only once.

Ve

A

She realized that the information about two joined edges and about the path on cubes
form her secret key of encryption. At the same time letters on cubes form the resulting
ciphertext. Could you read the secret message of Alice without the key? It is known also
that the secret message is a meaningful text. Her cubes are

Solution

The participants gave many various answers to this task. One of the participants decoded
his word combination as “ASIENSWEATER” and identified the organizers of the Olympiad
as Asians. The condition of the task involved using all the letters on the second cube before
returning to first cube, as we can only go through each cube face once. We get Alice’s
encrypted sentence “I see a new star”.

The best graphic solution was given by the user 6383, because he illustrated on the
cubes his way of decoding the cipher. The solution of Ilya Baranov (Russia) is also worth
noting, as it is brief but correct, as well as the neatly organized solution of Shuaichu Pan
(China).
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42. Problem “Agents’ meeting”

Formulation

Alice and Bob, two special agents, were invited on the big meeting where they should find
each other and communicate. Alice knows who is Bob (she was given a photo of him), but
Bob has never seen Alice. Before the meeting the Boss has send them the secret password
for communication: it is the square root of the first six digits of the number 7 modulo n,
where n = 15102023 is a public information (known for all). Alice should find Bob and
convince him that she knows the password without an announcement of it. Propose how
it is possible to do. In other words, propose the zero-knowledge protocol for this specific
situation. By the way, what is the sense of the number n?

Solution

Let x := /314 159 (mod 15102 023), so = 3627 656.
1. Alice chooses a; such that GCD(«,n) (for example, oy = 71), then calculates

1 1
Qg =T+ — (mod n) = 3627656 - ﬁ (mod 15102 023) = 14089 594.
a1

After that Alice finds
r1 = o} (modn) = 5041 (mod 15 102 023)

and
Ty = a3 (modn) = 7974985 (mod 15 102 023),

and sends both these values to Bob.
2. Bob checks that

x1 -9 = 50417974985 (mod 15102 023) = 314 159,

and asks Alice to send the value either /27 or /3 (i. e. a1 or ay, one of the divisors of z)
to make sure that Alice really knows the value x = /314 159 (mod 15 102 023).

Best solutions were proposed independently by Kaniuar Bacho (Germany), Nilabha
Saha (India), Thang Trinh Cao (Vietnam).

4.3. Problem “Affine cipher”

Formulation

Consider a 29-character alphabet {A,..., Z, «, 5, v}. Letters A,..., Z have numerical
equivalents 0, ..., 25, while numbers 26, 27 and 28 correspond to symbols «, 3, 7.

We use a cryptosystem with plaintexts and ciphertexts being two-letter blocks, i. e.
bigrams. For each bigram it is easy to find a numerical equivalent, it is an integer from 0 to
840 = 292 —1, determined by the rule z-29+y, where z and y are the numerical equivalents
of the letters of the bigram.

Encryption is implemented as an affine transformation C' = a - P + b mod 841, where
P is a plaintext, C' is the corresponding ciphertext and the pair (a, b) is a secret key. Here
a and b are integer numbers between 0 and 840. For example, if a = 2 and b = 27, then
the bigram DP will be encrypted as H~. In fact, for the bigram DP we put into the
correspondence the number 3 - 29 4+ 15 = 102. After encrypting we get 2 - 102 + 27 = 231
that corresponds to the bigram H~, since 231 = 7 - 29 + 28.
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An analysis of the long ciphertext (for a fixed unknown key) showed that the bigrams
“B 47, “UM” and “LC” are the most often found in this text. At the same time, we assume
that the most frequent bigrams in English texts are “TH”, “HE” and “IN”.

Could you then decrypt the message “KEUDCR™? What about recovering of the key?
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Solution

Let’s compare the most common ciphertext bigrams in the text with their numerical
equivalents:
“237 <> 29 - 27 + 28 = 811,

“UM” < 29 - 20 + 12 = 592,
“LC" +» 2911+ 2 = 321.

Similarly, we compare the most frequent bigrams in English “TH”, “HE” and “IN” with
their numerical equivalents:

“TH” <+ 29 - 19 + 7 = 558,

“HE” <+ 29 -7+ 4 = 207,
“IN” <+ 29 - 8 + 13 = 245.

From the encryption formula we get the decryption formula:
P=a'C—a'b:=dC+V,

where (a’,b') is the decryption key. Let’s compare the numerical equivalents of the bigrams
“237, “UM” and “LC” using the decryption formula and numerical equivalents for “TH”, “HE”
and “IN”:

811a’ + V' = 558(mod 841)

592a’ + V' = 207(mod 841)
321a’ + b = 245(mod 841)
So, we obtain (a’,0") = (785, 560).
Now we decrypt the ciphertext “KEUDCR

“KE” <3 29 - 10 + 4 = 294,
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“UD” ¢+ 29 - 20 + 3 = 583,
“CR” <+ 29 -2+ 17 =T75.

Finally, we have:
“KE” +— 294 - 785 + 560(mod 841) = 75 =29 - 2 + 17 — “CR”,

“UD” +— 583 - 785 4+ 560(mod 841) = 711 = 29 - 24 + 15 — “YP”,
“CR” — 75 - 785 + 560(mod 841) = 565 = 29 - 19 + 14 — “TO”.

Many correct solutions for this problem have been presented, but the best solutions
belong to the following authors: Xuefeng Xu, Jiafu Liu, Renzhang Liu (China);
Ivan Ioganson, Vitaliy Cherkashin, Vladislav Izvekov (Russia); Abdul Qayyum, Haris
Muhammad, Muhammad Qasim (Pakistan).

44. Problem “Primes”

Formulation

Marcus invented a new cryptosystem. To start to work with it one should choose two
big prime numbers p and ¢, then calculate n = p - ¢ and m = p + ¢. The number n - m will
be used in the cryptosystem.

While testing the system Marcus has noticed that for the chosen numbers p and ¢ the
resulting number n - m ends with 2023. Is this possible?

2 users

O information about the key
2 prime numbers

3 operations

Solution

To verify Marcus’s cryptosystem, we have to look at the properties of prime numbers.
Since there is no prime number 2 between p and ¢ (remember, that p and ¢ are big), then
m = p+ q is even. That is why n - m is even too and hence it can not end with 3. So,
the described situation is impossible. We suppose that this problem is the simplest one for
the whole history of NSUCRYPTO. And, of course, we have got a great deal of correct
solutions.
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4.5. Problem “0, 1, 2, 37

Formulation

Decrypt the meaningful message:

1020010003000001002000001001001010O01
0010200300003 00002030100020030002003
2000000030003 00000030000000000002000
001100022000300011000202200030022220
310000230200300100100220000030002000
010000200200300130100200010030002002
010000200200300100100200200030002000
001100022000300011000200000030000220
200000100011 00200000300010300010000 3
Solution

Let us look at the digits on the picture from a visual perspective. As you can notice,
digits 1, 2, 3 are repeated in a certain way, and 0 forms a kind of a background. If we look
closely at the mentioned digits, we can see the outlines of the letters. If we remove the 0
from the picture, we can see the right word. More important clues were the question marks
in different colours. Digit 1 forms letters C and O, digit 2 — letters O, R and T, digit 3 —
letters L and 1. As a result, we get the phrase “COLOR IT”. We choose the solution of the
Xi Nan Shu (United Kingdom) as the best one, because he described his method in detail.

.o.oo.ooo.ooooo.oo.ooo o®
0@ o®oo030000MMo00000@0O® 0®
0000000®@000 00000 0@00 00
0 000 0 ORMO 0 000

00 oWlo oMo o 00 0
] IENEER CRJ [N [N oo o0 @
0@0000 oMo oo oo 0Wo 0 0
o ol o o 0 0 @0 0 O@ERo 0 0
.ooooo.ooo.oo.ooooo. O )

4.6. Problem “Algebraic cryptanalysis”

Formulation

Bob decided to construct a new stream cipher BOB-0.1.

He used the binary key of length 8, say K = (ki, ..., ks). Then he generated the binary
sequence (3 such that 3, = k, for all n = 1,...,8 and for n > 8 it is defined as 3, =
Bn-1 @ Bn_s. Then Bob constructed the secret sequence v for XORing it with a binary
plaintext. The sequence v is generated by the following rule: v, = 8, - Bni2 @® Bny7 for
n>1.

Alice intercepted the eight secret bits of v after the first 1200 missed bits. These bits
are 00100001. Is she able to recover the original key K7
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Solution

The binary sequence 3 can be expressed algebraically as the xor of the original bits.
Participants proposed different simple programs to cover these bits and then find the
key. In right solutions participants realized that K could be either (0,0,1,1,1,1,0,0) or
(0,1,1,0,1,1,0,0). The original K cannot be determined in the unique way.

4.7. Problem “AntCipher”

Formulation

Sam studies microelectronics, while his hobbies are biology and cryptography. He
decided to unite all these areas in a research project aimed at constructing a tiny GPS
tracker for an ant to monitor its movements.

The tracker consists of 3 modules: GPS, encryption, transmission. Once a minute,
coordinates are determined, encrypted, and transmitted to a Sam’s computer, where they
are automatically decrypted. Due to the size limitation, the encryption module takes only
a 2-bit plaintext and produces a 2-bit ciphertext, so the coordinates are divided into 2-bit
blocks which are given to the encryption module. Sam has just developed a symmetric
cipher called AntCipher for this purpose.

The cipher must be represented by the equation CNF=True, where CNF is a conjunction
of disjunctions of literals, yet literal is a Boolean variable or its negation. In the Sam’s CNF,
x1 and z9 correspond to the plaintext, x9 and x1¢ correspond to the ciphertext, while the
remaining 6 variables are auxiliary. The equation is as follows:

(1 V2o Vag) A (—xy Vg V —g) A (g Vo V 2xg) A (21 V 22 V 2g) A
(x1 Ve Vas) A (mxg VoV —xs) A(z1 V oz V) A (09 V xig V g A
(mx1 Vaa Vas) A(xg Vo V oxs) A (mzy V oxe V xg) A (29 V 219 V ) A
(k1 VaaVasVayV-oxg) A(xeVasVaeyV-xy Vo) = True
The problem is that, due to the limitations, the CNF must consist of at most 20 literals
and at most 16 variables, while the presented one consists of 46 literals and 10 variables.
Please, help Sam to construct an equivalent CNF that fits the limits. By equivalent it is
meant that for each pair of plaintext-variables’ values, the same pair of ciphertext-variables’
values is derived in the equation.
Solution
Hereinafter 1 is considered to be True and 0 is considered to be False.
The first way. Construct a minimal possible equivalent CNF.
Assume that 1 = 0 and 29 = 0. The CNF is modified as follows:
(xg) A (x3) A (mxg V 219 V 13) A (g V 19 V 0xg) A (9 V 2219 V 0X5) A
(g V 210 V —x6) A (23 V 24 V —7) A (3 V 24 V 27 V —2g).
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The first clause contains only a single literal zg, while the second one contains only
x3. According to the unit clause rule [1], such literals are assigned to 1, so zg = 1,23 = 1
and the CNF is (-x19) A (210 V —z4). The unit clause rule is applied one more time and
xyo is assigned to 0. Thus, if z; and zg are assigned to (0,0), the values (1,0) of z¢ and
x19 are derived, while values of the remaining variables do not matter. Similarly, if (0, 1),
(1,0), and (1,1) are assigned, (1,1), (0,0), and (0,1) are derived, respectively. Therefore
this is a transposition cipher that operates with 2-bit words. Note that if x; is assigned
to 0 (1), xg takes the value 1 (0), so zg is equal to —z;. Yet xqo is equal to z5. A key
peculiarity here is that xg depends only on z, while 19 depends only on 5. It means that
the first dependency can be expressed as (r1 V x9) A (mxy V —29) = 1, while the second
one is (xg V =) A (mxe V 219) = 1. The formulae in both equations are canonical CNFs
constructed via truth tables. Now these equations can be united into one:

(le'l vV 1‘9) A (_|.’L'1 V _|£E9) A ($2 V _'$10) A\ (ﬁZEQ V 1'10) =1.

The corresponding CNF' consists of 4 variables and 8 literals that fits the limits.

The second way. Minimize the CNF.

According to the pure literal rule [1], if only one literal of a variable occurs in a CNF,
then this variable is assigned in a way that the literal becomes 1. The rule is applied to
variables x7 and xg since only literals —z7; and —xg occur in the CNF. By assigning z7 = 0
and xg = 0 the last two clauses are removed, so the number of literals in the CNF is reduced
from 46 to 36, while the number of variables is reduced from 10 to 8.

Following the resolution rule [1], the subformula (a;VasV- - -VapVo)A(byVbe V- - -Vb,V—0)
is replaced by (a1 Vas V- -Vap Vb Vb V---Vb,). By applying this rule, the subformula
(x1 Vo V x3) A (19 V 19 V —x3) is replaced by (z1 V 23 V —xg V —19). The same rule
is applied to six clauses containing x4, x5, and xg. As a result, variables x3, x4, x5, and xg
are removed, while the number of literals is reduced from 36 to 28:

(1 V2o V) A (—x1 Vg V g) A (mxy V2o V 1xg) A (21 V 22y V xg) A
(1 Vxe Vg V ox1g) A (21 V 22 V 29 V T10) A (—1 V 22 V g V —210) A
(mx1 V nxe V 29 V T10).

By applying the resolution rule, (z1 V z3 V xg) A (1 V =9 V xg) is replaced by (x1 V xg),

while (—z1 V —xe Vo) A (—xy Ve Vo) is replaced by (-1 V—zg). As a result, 4 variables
and 20 literals remain in the CNF:

([El V {L‘g) N <_|I1 V _|Ig) N (5(71 V ) V X9 V _'I'l()) VAN (1’1 V i) V X9 V .1710)/\

(_LTl Vxo V Tog V _|.CC10) A (_|I1 V —xo V Tog V Q?w).

The CNF fits the given limits, so the minimization can be stopped here. However, the
number of literals can be further reduced. According to the first two clauses, 1 = —xg. In
the last 4 clauses x; is replaced by —xg:

(Il V l’g) A (_|l’1 V _|l’9) VAN (_|Ig Va9V _'ZL’l()) VAN (_'.739 V =z V l’lo)/\
(.1'9 vV X9 V _\{131[)> A (iL‘g vV T2 V .Tlo).
Again the resolution rule is applied: (- V 23 V —219) A (29 V 23 V —219) is replaced by

(x2 V 1x10); (09 V 2o V 10) A (9 V m9 V 210) is replaced by (—xe V x19). The final CNF
consists of 4 variables and 8 literals:
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(1'1 V C(Ig) VAN (_'.171 V _|.l’9) VAN ([EQ V _|[E10> A <_\l’2 V 1310).

There were 22 correct solutions in the first round and 35 ones in the second round. Most
of them were variations of the two solutions discussed above. We would like to especially
mention the following: (i) the only one complete second-way-like solution proposed by the
team of Sergey Makogon, Semyon Kochetkov, and Kirill Tretyakov (Russia); (ii) a very
detailed first-way-like solution by the team of Thang Trinh Cao, Nhat Dang, and Pham
Minh (Vietnam); (iii) a pure experimental non-brute-force solution by Bach Pham Cong
(Vietnam).

48. Problem “Mixed hashes”

Formulation

Alice and Bob are exchanging with encrypted messages. To encrypt data, they use the
Present cipher with an 80-bit secret key in ECB format. They record the information in
the form of graphic files in *.ppm format.

To be more secure, Alice and Bob decided that file headers should be removed before
encryption. In order to be able to recover the file header, they agreed to transmit along
with the encrypted file the hash value of the header itself, presented in UTF-8 format. To
do this, all header elements are written as a single line, using a space to separate the lines of
the original header. The sha-256 function is used as a hashing algorithm. So, for example,
the following hash value will be generated for the header of mikki . ppm:

Heading P6 360 537 255
Sha-256 999015795668c201db162926261ed979bc6e820aalacfc385a0285685084d9f9

Bob prepared eight files for Alice without headers, encrypted using the Present
algorithm with the same secret key in ECB mode. He has sent the files themselves and
hash values of the headers to Alice. While sending, the hash values were mixed up. So,
Alice received eight files and eight hash values, but she does not know which hash value
corresponds to which encrypted file. Could you help Alice to read the message from Bob?
Hash values received are

60224a8f££652291fdc0e049e3900dae608af64e5e4d2c5d4332603¢9938171d

£40e838809ddaa770428a4b2adc1ff£0c38a84abed96940d534af1232c2467d5
2a105295e25e11c8c42e4393c008428d965d42¢c6cb1b906e30be99£94£473bbb
70£87d0b880efcdbe159011126db397a1231966991ae9252b278623aeb9c0450
77a39d581d3d469084686c90ba08abfb6ce621a552155730019£6c02cb4cOchb6
456ae6a020aa2d54c0c00a71d63033£6c7cabcbc1424507668c£54b80325dc01
bd0£fd461d87fba0d5e61bed6a399acdfc92b12769f9b3178£9752e30f1aeb81d
372d£01b994c2b14969592fd2e78d27e7eed72a07c7ac3dfdf41d345b2f8e305

Solution

First, you need to determine which headers correspond to hash values passed by Bob.
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| UTF-8 | Sha 256

P6 400 433 255 | 602a4a8ff652291fdc0e049e3900daec608af64e5e4d2c¢5d4332603¢9938171d

P6 559 530 255 | £40e838809ddaa770428a4b2adc1{tf0c38a84abe496940d534af1232¢2467d5

P6 512 512 255 | aal05295e25e11c8c42e4393c¢008428d965d42c6cb1b906e30be99f94£473bbb

P6 525 489 255 | 70{87d0b880efcdbel159011126db397a1231966991ae9252b278623aeb9c0450

P6 585 577 255 | 77a39d581d3d469084686c90ba08ab{b6ce621a552155730019{6c02cb4c0chb

P6 513 613 255 | 456ae6a020aa2d54c0c00a71d63033£6c7cabecbel424507668ct54b80325dc01

P6 598 605 255 | bd0fd461d87tba0d5e61bed6a399acdfc92b12769f9b3178{9752e30f1aeb81d

P6 465 464 255 | 372df01b994c¢2b14969592fd2e78d27eTeed 72a07cTac3dfdf41d345b2{8e305

Next, you need to understand which file corresponds to which header. Matching file
headers:

| UTF-8 | File |
P6 512 512 255 | File 1
P6 598 605 255 | File 2
P6 585 577 255 | File 3
P6 525 489 255 | File 4
P6 400 433 255 | File 5
P6 513 613 255 | File 6
PG 465 464 255 | File 7
P6 559 530 255 | File 8

Since encryption is performed using a block cipher in ECB mode, we expect that the
pattern will retain its outlines or some artifacts even after encryption. If this header does
not belong to this file, then viewing such a file will either be completely impossible or
display noise.

If the header is chosen correctly, then even without decrypting the files you will be able
to see the message:

We received a large number of solutions to this problem. In the first round, 96 solutions
were received and between them there are 26 solutions with maximum score. A lot of
participants completed the first step of the task, i. e. determining the correct headers for
the files. In the second round, 78 responses were received and 39 of them deserved the
maximum Score.

Solution 6086 used the ElectronicColoringBook tool which automatically selects file
headers according to their size. After running it with -p3 (regular 24-bit coloring) option
(and adjusting -x a bit, -1 to +3 to the automatic value), we get the following set of images:

v Y
A

JLOVEeYOu
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While checking one of the works (team of Dominic-Eduard Roca and Blajut Cristin-
Marian, Romania), we received the following message: «Doing that, we were able to open
the images and get the message: *HEART* LOVEYOU where *HEART* is just the first
image containing a heart symbol. We love NSUCrypto too».

49. Problem “An aggregated signature”

Formulation

Problem for a special prize!

Suppose that a big international organization, say NSUCRYPTO association,
decided to organize its own news journal in the area of cryptography. The organization
wants to publish only news that are verified by a large group of cryptographers. For this
goal 10000 leading experts in cryptography were invited to join the editorial board of the
journal.

The following publishing politics was accepted. The news can be published if and only if
it is signed by all members of the editorial board. But cryptographers do not want to use 10
000 individual signatures. Since they are cryptographers, they think about the aggregated
postquantum signature that can not be divided into separate individual signatures.

So, NSUCRYPTO association kindly asks you to propose such a signature scheme.
There are several requirements for it:

* the size of the signature should be not big. It can be about several kilobytes;

* the size of the public key (for checking the signature) should be small. It is desired
that the key size will be constant (or close to constant) even if the number of experts is
increased, say up to 20 000;

* signature verification should not take more than 2 minutes;

* the signature should be resistant to attacks that use quantum computers.

Solution

Unfortunately, there were no significant advances in solving this problem among
participants.

A number of proposed solutions are just references to the existing solutions. E. g.,

e an aggregated signature that is not postquantum-safe, but widely used and based on
BLS signature [2];

e a postquantum-safe signature based on zero knowledge proofs [3|, [4], but it takes
more time to verify it than it is prescribed in the problem condition;

e another proposition is based on postquantum-safe Falcon, in which aggregated
signature is a concatenation of single signatures and its size is more than it is prescribed in
the problem condition [3].
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The team of Victoria Vysotskaya, Kirill Tsaregorodtsev and Anastasiia Chichaeva
proposed an original solution based on the scheme of postquantum signature Kryzhovnik
[5], but this solution should be analyzed in more details in relation to correctness and
effectiveness. We suppose that this problem will be investigated in the future by many
authors since it has a certain theoretical and practical potential.

4.10. Problem “Quantum encryption”

Formulation

Bob works in a field of quantum mechanics and he has some ideas how it can be applied
for the encryption of secret messages. He developed a toy cipher that encrypts 4-bit words
by using 4-bit secret key (k:l, ko, ks, k;4) and the following quantum circuit:

1) —@ &— o ®
o [2) & HY 0
T
| )
o [23) ® H* d
[w4) — &— H* &

This cipher operates with 4-bit plaintext ($1,5E2,ZE37$4) that is initially encoded to the
corresponding 4-qubit «plainstate» |1, xe, z3, x4). This quantum state is an input of the
circuit that consists of several single-qubit gates. Note that any quantum gate is a unitary
operator that acts on the space of the states of the corresponding quantum system. The
used gates are

Hadamard gate | |z) w acts on a single qubit in the state |z), z € {0,1}

CNOT gate acts on a pair of qubits in the states |z), |y), =,y € {0,1}
ly) —— ly® )

The notation H®, where b € {0,1}, means that if b = 0, the identity gate I is applied
instead of H, while for b = 1 the gate H is considered.

The result of the encryption is the «cipherstates |¢) that is further transmitted via
the quantum channel. The decryption procedure takes the state |¢)) and applies the inverse
circuit.

Bob was advised to increase the number of qubits in order to reduce the effect of possible
errors in quantum computation and quantum channel, so he decided to modify the circuit
and make copies of qubits of the plainstate. The resulting circuit is the following;:
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|71) — % H* D
|71) D H* S
|z2) S O— H" O
|72) © H* 7
[¥)
|3) P H*s %
|3) P P— H S
|74) D HFa D
|24) —D S H* S

Alice looked at the cipher and claimed that she would be able to reveal the secret key
(k:l,k:z,kg,/{4) if she knew some number N of certain amplitudes of the state [¢). The
state |¢) is characterized by 256 amplitudes, so essentially we have N < 256.

Could you check the assumption of Alice and find the least possible value of N if the
claim is correct?

Remark. Let us briefly formulate the key points of quantum circuits. A qubit is a two-level
quantum mechanical system whose state |¢) is the superposition of basis quantum states |0) and
|1). The superposition is written as |¢)) = ag |0) + a1 |1), where o and «; are complex numbers,
called amplitudes, that possess |a0]2 + \041]2 = 1. The amplitudes ap and a; have the following
physical meaning: after the measurement of a qubit which has the state |¢), it will be found in the
state |0) with probability |ag|* and in the state |1) with probability | |?.

In order to operate with multi-qubit systems, we consider the bilinear operation ® : |z) , |y) —
|z) ® |y) on x,y € {0,1} which is defined on pairs |x),|y), and by bilinearity is expanded on the
space of all linear combinations of |0) and |1). When we have two qubits in states |¢) and |¢)
correspondingly, the state of the whole system of these two qubits is 1)) ® |p). In general, for
two qubits we have |¢) = apo|0) ® |0) + a1 ]0) ® |1) + 10 |1) ® |[0) + 11 |1) ® |1) . The physical
meaning of complex numbers «;; is the same as for one qubit, so we have the essential restriction
|ovoo|? + |co1]? + |a10]? + |a11]? = 1. By induction, this process is expanded on the case of three
qubits and more. Thus, the general form of the state of n qubits is

|¢> = Z Oégc|l‘>,

z€Fy
where amplitudes ago..0, @0...01,---,@11..1 have the same physical meaning as discussed before.
Here we use more brief notation |z1) ® |x2) @ ... ® |zn) = |21, T2, ..., &Tn) = [T1T2. .. Tp).

Solution

One can notice that CNOT-gates, applied in total after the row of Hadamard gates,
define a particular permutation of amplitudes of the computational basis states in the
«cipherstate» that is the spectrum is preserved. The gates applied before Hadamard gates
define just swapping of corresponding qubits from the «plainstates.
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Thus, after applying appropriate permutations to basis states of both «plainstate» and
«cipherstate», the problem is reduced to the analysis of the action of the row of Hadamard
gates only. Consider it in more details: for z, k € Fy we have

) H* al0) +b|1),
where
a=a(x, k) :%—l—(l—x)(l—k),
b=b(z, k)= (=% z(1— k)

Then for a group of 2 qubits in identical basis states we have

|z) H*
a?]00) + ab(]01) + |10)) + b* |11)
) H*
with
2 kz 2 2
a :E_‘_(l_x) (1_k) ;
2 kz 2 2
b = E +x (1 — ]{7) N

from which it is clear that k = 1 if and only if a? = b? = 1/2.

After 4 blocks of Hadamard gates (within every block the value of k; is common) have
been applied to the state |y1, y1, Y2, Y2, U3, Y3, Y4, Y4), it is enough to reveal 16 amplitudes of
the form X, X>X3X, with X; € {a?,0?}, i =1,2,3,4, only. It follows from the observation
mentioned above and the property a? + b? = 1 that the key will be defined exactly.

There was a number of correct solutions with different approaches to analysis with at
most 16 revealed amplitudes, in particular, of team of Aloysius Ng Yangyi, Xu Chen Tan,
David Toh (USA); team of Xuefeng Xu, Jiafu Liu, Renzhang Liu (China); team of Thang
Trinh Cao, Nhat Dang, Pham Minh (Vietnam) and Himanshu Sheoran (India).

4.11. Problem “Simple ideas for primes”

Formulation

Problem for a special prize!

It is well known that prime numbers form a very special and mysterious class. They
have too many applications in public-key cryptography (and not only there).

During many years (to be precise, hundreds of years) mathematicians think about simple
constructions for prime numbers. Let us consider particular examples in this area.

o Fermat numbers, F, = 22" + 1, where integer k starts from 0, give us five prime
numbers: Fy = 3, I}, = 5, Fy = 17, F3 = 257, F, = 65537. However, the next number,
Fy5 = 4284967297 = 641-6 700417, is composite as was proven latter. So far no more prime
Fermat numbers were found.

e Several Mersenne numbers, M, = 2¥ — 1, are prime. For example, My = 3, M3 = 7,
M5 = 31, M; = 127, while My, is already composite. Here we consider Mersenne numbers
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with k being prime, since it is a necessary condition for M} to be prime. Up to now there
are known 51 prime Mersenne numbers. The last one found prime Mersenne number is
Megs 589933; it was obtained in 2018 and up to now it is the biggest known prime number.

e From time to time, some original ideas appear. For instance, seven consecutive (by
construction) numbers 31, 331, 3331, 33331, 333331, 3333331 and 33333331 are prime!
But the next number 333 333 331 is composite, since it can be divided by 17.

Let us say that Fermat prime numbers have the sequence primality parameter equal
to 5, Mersenne prime numbers have it equal to 4, while for the last construction this
parameter equals 7. So, the sequence primality parameter stands for the length of the
longest subsequence of prime numbers in the sequence of numbers constructed.

Solution

Participants proposed distinct approaches to get new sequences with big SPP (sequence
primality parameter). For sure there were many proposals containing the known sequence
n? 4+ n 4+ 41 with SPP = 40. As interesting it is possible to mention also

6n? — 6n + 31 (SPP=29)

5n% + 5n + 1 (SPP=9)

5n? + 5n + 13 (SPP=12)

1/4In° — 133n* + 6729n3 — 158379n? + 1720294n — 6823316| (SPP=5T; references to
results of Dress and Landreau, 2002, and Gupta, 2006).

[A3"] for the special Mill’s constant (SPP=11)

Some participants analyzed the deep mathematical background for the problem. The
others gave Willans formula for primes (1964) but without detailed analysis of it in relation
to our problem.

4.12. Problem “Column functions”

Formulation

Problem for a special prize!

Alice wants to construct a super strong symmetric cipher. On this way she solves some
hard mathematical problems.

Consider 2" pairwise distinct vectorial one-to-one functions, G; : Fy — I3, where ¢ =
1,...,2" Applying these functions we construct a special binary matrix and then try to
determine some its properties.

For n = 2™ m > 5, define a binary matrix M of size 2" x n2" as follows. The i-
th row, i =1,...,2", is a concatenation of values G;(0,0,...,0,0), G;(0,0,...,0,1), ...,
Gi(1,1,...,1,1). The columns of the matrix M can be interpreted as vectors of values of
n2"™ Boolean functions in n variables. We call them column functions.

Prove or disprove the following conjecture for at least one m > 5: for any matrix
formed in the way described above there exist 2"/2 column functions fi, ..., fyu/2 such that
there is a nonzero Boolean function f : an/z — [Fy satisfying the following conditions:

— for every x € F}

F(hi(@), fo(x), s fonra(@)) = 05

— for every y € F2"* the value f(y) can be calculated using not more than 2"/2 addition
and multiplication operations modulo 2.

Example. Let m = 1, then n = 2 and we construct matrix of size 4 x 8. Consider one-to-one
vectorial Boolean functions Gy, G2, G3, G4 from F3 to F3 defined by their vectors of values
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(0,1,2,3), (0,2,1,3), (0,3,1,2) and (3,2,1,0) respectively. Then the resulting matrix is

0 0011011
001001171
00110110
11100100

We need to find 2/2 = 2 column functions. Let fi and f» be defined as the first and the second
columns of the matrix respectively, and f(x1,x2) = x1 ® w2 with the addition modulo 2. Then,
f(fi(x), fa(z)) = 0 since fi(z) = fa(x) for any z € F3.

Also, let f1 and f2 be the fifth and the sixth columns of the matrix. Then, giving f(z1,z2) =
x1x9 with the multiplication modulo 2, we obtain f(fi(x), f2(x)) = 0 since fi(z) # f2(z) for any
z € F3.

In the both cases the functions f can be calculated using only one operation. Note that the
existence of such f implies that f; and fs are algebraically dependent.

Solution

We provide one of the shortest solutions proposed by Robin Jadoul, Jack Pope and
Esrever Yievs (Belgium).

Theorem. Let M be a binary matrix of size 2" x n - 2". Then for any n + 1 column
functions there is a non-zero function f : F4™' — F, vanishing on those column functions
and using at most 2n + 1 addition and multiplication operations.

Proof. Let f1,..., fany1 be the column functions. Let

S={(fi(x), fo(x),..., fas1(x)) : x € Fy} CFyt!

be the set of tuples formed by the column functions. Since |S| < |F5™!|, we can pick

z=(21,...,2n41) € F5T\ S. Now we define f as
[l ann) = (@@ (28 1) - (220 (228 1)) - .. (Tng1 B (201 B 1)).
It is clear that f(y) = 1, where y € Fy™! if and only if y = 2. Thus, f(y) = 0 for any y € S.
Let us calculate the number of operations. The values z; & 1,...,2,,1 & 1 are some

known constants at the stage of calculating f. Depending on the value of z, there are at
most n + 1 additions and exactly n multplications. Hence, the total number of operations
is at most 2n + 1. [

Corollary. The conjecture is true for m > 4.

Proof. We just need to bound the number of column functions and the number of
operations for f provided by the theorem. For the number of column functions, the bound
is n+ 1 < 22. For the number of operations, the bound is 2n + 1 < 23 . Both of them are
satisfied for n > 9. Hence, the bounds are satisfied for m > 4. [ ]

The problem was solved by the following teams: Robin Jadoul, Jack Pope and Esrever
Yievs (Belgium), Sergey Makogon, Semyon Kochetkov, Kirill Tretyakov (Russia), Bach
Pham Cong (Vietnam), Mikhail Kudinov, Denis Nabokov, Alexey Zelenetskiy (Sweden
& Russia), Victoria Vysotskaya, Kirill Tsaregorodtsev, Anastasiia Chichaeva (Russia),
Xuefeng Xu, Jiafu Liu, Renzhang Liu (China), Rinchin Zapanov, Alexander Bakharev,
Sergei Zinchenko (Russia).

4.13. Problem “A unique decoding”

Formulation

Problem for a special prize!
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Consider a binary error-correcting code C' of length n. Recall that it is just a subset
of I} and we transmit only elements of C' over a noisy communication channel. Sending
x € C, some bits of x can be inverted in the channel. Getting y € F5, a receiver decodes
it into the nearest by Hamming metrics element of C. The Hamming weight wt(z & y) of
x @ y which is equal to the number of ones in x @ y is the exact number of errors. Here
@ states for XORing. Error-correcting codes are of great interest in communication theory
and post-quantum cryptography.

Consider the principle of the maximum-likelihood decoding. Obtaining some y € I}, we
suppose that the number of errors happened, say d,, is minimal possible, i.e.

d, = min wt(x D y).

Next, let D(y) = {z € C : wt(z & y) = d,}. Finally, we decode y into any x € D(y).
We are interested in all cases of codes for which |D(y)| = 1 for all y € F5. In other
words for such code every binary vector y € I} can be decoded in the unique way.

Q1 What codes C' can provide this property?
Q2 What codes C' that are linear subspaces of F can provide this property?

Remarks.

1) An example. There are so-called perfect codes C that allow to divide F% into non-intersecting
balls B,(z) = {y € F§ : wt(x @ y) < r} of some radius r centered in all z € C. In other words, C
is perfect if for some r it holds

U B,(z) = F} and B,.(x) N B.(2') = @ for x # 2’, where z,2" € C.
zeC
It is not difficult to see that any such code provides [D(y)| = 1 for all y € F3. But what else?
2) Some notions related to Voronoi diagrams can be helpful, see general mathematical
definitions at https://en.wikipedia.org/wiki/Voronoi_diagram. In our problem we are looking
for codes with non-intersecting discrete Voronoi cells for all x € C.

Solution

Several teams proposed some interesting ideas. First of all, many of them found out

that parameter
d(z) = Join, wt(x @ y)

should be odd for any x € C'if C' is unique decodable. Unfortunately, this condition is not
sufficient. In addition, if wt(x & y) is odd for any =,y € C, x # y, then the code has a
unique decoding. However, this is true only if |C'| < 2 since the perimeter of any triangle is
even. Thus, the first construction is

1. C = {z,y}, where z,y € F} and wt(z & y) is odd.
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Also, faces satisfy this property. They are the sets of the following form:

2. Iplok ={x € F§ t gy, = ay, ..., 25, = a}, where 0 <k <n, 1 <idp <idp < ... <
ir <nand ay,...,a €Fy. This construction includes trivial C' = Fy and |C] = 1.

Note that these constructions provide the codes of the form C' = a @ U, where a € F}
and U C FY is linear. Hence, C' is a linear code if and only if 0 € C. Among 2" (2" — 1)

codes of the first type and 3" codes of the second type, there are 2" — 1 and 2" linear codes.

The third construction is the direct product of codes.

3. Let C; and Cy be unique decodable. Then Cy x Cy = {(x,y) : x € Cy,y € Cy} is
unique decodable as well.

It is clear that C x Cj is linear if and only if both C'; and C5 are linear codes. It is also
clear that any isometric mapping preserves the property.

4. Let C' C F% be unique decodable. Then 7(C) @ a = {n(x) ®a : x € C}, where a € F}
and 7 permutes the coordinates z1,...,x, of x.

The most interesting conjecture related to the constructions 3 and 4 was proposed by
Robin Jadoul, Jack Pope and Esrever Yievs (Belgium).

Conjecture. Any unique decodable code can be defined recursively:

— Any perfect code is unique decodable.

— The direct product of two unique decodable codes is unique decodable, see
construction 3.

— A permutation 7(C) of a unique decodable C' is unique decodable, see construction 4.

The team proposed some idea that would be a base of its proof (but not a complete proof).
Note that the conjecture is satisfied for all considered examples of unique decodable codes.

4.14. Problem “Finite-state machines”

Formulation

Problem for a special prize!

Alice decided to invent some generator that produces a sequence of maximal possible
period relatively to its state size. Since she knows about finite-state machine, her generator
G is constructed using two such machines A; and As:

— Ay = (F3,Fy, g1, f1) with the state-transition function ¢; : Fy — F5 and the output
function f; : Fy — Fo, n > 1;

— Ay = (Fy, F* Fy, go, f2) with the state-transition function gy : Fy x F5* — FJ* and the
output function f5: Fo x F' — Fy, m > 1.

A, A,
A0 7| 20

2O N+ 1)yt +1)

For any t =1,2,..., let
1) x(t) and y(t) be the states of A; and A, respectively, (1) and y(1) be the initial states;
2) z(t+1) = g1(z(t)) be the next state of A; and u(t) = fi(x(t)) be the output bit of Aj;
3) y(t+1) = go(u(t),y(t)) be the next state of Ay and z(t) = fo(u(t),y(t)) be the output
bit of As.
The sequence 2(1), 2(2), 2(3), ... is the output of the generator G. It is not difficult to see
that it is eventually periodic whose the smallest period does not exceed 2"+,
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Due to experiments, Alice noticed that the least period of the output sequence of G is
less than 2" if the Hamming weight of f; is even. Help Alice to prove or disprove this
conjecture.

Remark. Recall that the Hamming weight of a Boolean function is the number of arguments
on which it takes the value one.

Solution

By contradiction: we assume that the least period of G is 2", Then the least period
of u(t) is 2". Indeed, for some t; > 2" (to be inside the cycle) there exists to = t; +t - 1,
where ¢ is the least period of u(t) and ¢ € {1,...,2™}, such that

(u(tr),y(tr)) = (u(t2), y(t)),

i. e. the least period of z(t) does not exceed ¢ - 2.
Thus, {z(t),t = 1,...,2"} = F% and the Hamming weight wt(f;) is the number of 1’s
in the cycle u(1),...,u(2"). Let us introduce

g5y~ g2(0,y) and g3 : y — go(1,y),y € FY.

If the least period of z(t) is 2" then

z(0-2"4+1),y(0-2"+1) — - z(1-2"),y(1-2") —
2(1-27 +1),y(1- 2" + 1) = S oa(2-27),y(2-27)  —
(27 —1) 2+ 1), y(27—1)- 27+ 1) — ... = w(27-27),y(2m . 2

must be all 2™ distinct values of F5+™. Hence, all of (1), y(2"+1),...,y((2™—1)-2"+1)
are different since z(1) = z(2"+1) = ... = z((2™ — 1) - 2" + 1). Thus, the transformation
g:y(i-2"+1)—y((i +1)-2™+ 1), where ¢ is any nonnegative integer, that is equal to

u(i-2"+1 u(i-2™ 2™ u(1 u(2™
92( +)o...og2( + ):92()0---092( ),
is a full-cycle permutation. Since the cycle length is 2, its sign is negative, i.e. sign(g) = —1.
But
. . w(1l . u(2™ . n_w . W
sign(g) = sign(g5") - ... - sign(g5*") = sign(g9)* "V - sign(gy) " =1,

since wt(f) is even. This is a contradiction. The solution is completed.

The problem was solved by the following teams: Sergey Makogon, Semyon Kochetkov,
Kirill Tretyakov (Russia), Kristina Geut, Sergey Titov, Dmitry Ananichev (Russia),
Aloysius Ng Yangyi, Xu Chen Tan, David Toh (USA), Victoria Vysotskaya, Kirill
Tsaregorodtsev, Anastasiia Chichaeva (Russia), Xuefeng Xu, Jiafu Liu, Renzhang Liu
(China), Mikhail Kudinov, Denis Nabokov, Alexey Zelenetskiy (Sweden & Russia). Note
that the team of Rinchin Zapanov, Alexander Bakharev, Sergei Zinchenko (Russia) showed
even more: they proved that for any f; of odd weight there exist g1, g» and f5 such that the
least period of z(t) is 2™,
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